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Information system security is very important in supporting company operations, 

especially in employee data management. PT. Dekatama Centra uses a face 

verification-based attendance application to record employee attendance, but this 

application has potential security risks that need to be evaluated. This study aims 

to analyze the security level of HRMS presence applications using the COBIT 5 

framework, focusing on the domains APO13 (Manage Security) and DSS05 

(Manage Security Service). The methods used include interviews, observations, 

and questionnaires to assess the level of security maturity based on the COBIT 5 

assessment model. The audit results show that the current maturity level is at Level 

1 (Performed), which means that security processes have been implemented but 

have not been systematically documented. Some of the weaknesses found include 

a lack of adequate access control, suboptimal malware protection, and the lack of 

an effective security monitoring system. This study recommends the 

implementation of an Information Security Management System (ISMS) based on 

ISO/IEC 27001, improved data encryption, and cybersecurity training for 

employees. The implementation of these recommendations is expected to improve 

employee data protection, strengthen systems from cyber threats, and ensure the 

sustainability of the company's operations safely and efficiently. 
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1. INTRODUCTION 

In today's all-digital era, information technology has a crucial role in supporting the activities of a company. 

The Human Resource Management System is one of the technology systems that is starting to be widely used to 

manage various human resource activities, including managing employee attendance [1]. However, behind the 

benefits of this technology there is a security risk of information systems. Cybercrimes, misconfigurations, or weak 

internal controls that can result in very serious losses for the company, such as employee data theft, and disruption of 

employee absenteeism activities [2][3]. 

PT. Dekatama Centra is a manufacturing company engaged in the garment industry and has implemented an 

employee attendance system using the Human Resource Management System (HRMS) application [4]. This 

application makes it easier for employees to be present with the face verification feature through personal phones [5]. 

In addition, the HRMS application also provides a feature for applying for permits for employees who are unable to 
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work. But like any other system, this application still has potential risks that must be considered. Therefore, it is 

necessary to conduct an audit to evaluate the security level of the application using the right framework [6]. 

To address these challenges, organizations require a well-structured framework to manage and evaluate 

application security. COBIT 5 is one such framework that offers both strategic and operational approaches for 

assessing information systems [7]. It not only covers technical aspects but also includes governance, management, 

risk assessment, and alignment between IT processes and business objectives [8][9]. 

This study concentrates the audit on two specific COBIT 5 domains: APO13 (Manage Security) and DSS05 

(Manage Security Services). These domains were selected due to their direct relevance to information system security. 

APO13 focuses on security planning and policy formulation, while DSS05 deals with technical implementation 

aspects such as data protection, access control, and incident response. By narrowing the audit scope to these two 

domains, the evaluation becomes more focused and in-depth, aligning closely with the primary objective of this 

research: to assess the current security level of the company’s Human Resource Management System (HRMS) [10]. 

This research is important to be carried out because it is related to the security of information systems in the 

application which is a vital aspect in supporting the continuity of the company's operations, especially for PT. 

Dekatama Centra which utilizes an HRMS system based on the presence application in managing employee data. 

Employee data theft or cyberattacks are security risks that can have a significant impact on the company's credibility 

and efficiency [11]. 

With the COBIT 5 framework, the implementation of this application security audit not only provides an 

evaluation of the effectiveness of the security controls implemented in HRMS applications, but also provides 

measurable and standardized recommendations in improving the security of enterprise presence applications [12]. 

 

2. METHOD 

This study uses a qualitative descriptive approach to audit the security of presence applications in the Human 

Resource Management System (HRMS) by referring to the COBIT 5 framework. This approach was chosen because 

it is able to provide an in-depth understanding of the security level of the application through detailed and in-depth 

data analysis. Data in this study was collected through interviews, questionnaires, and observations, which focused on 

important aspects related to application security. The following are the steps taken in this study: 

 

 
Figure 1. Research Stages 

The study began by identifying potential vulnerabilities in the HRMS attendance system used by PT 
Dekatama Centra. Once the risks were recognized, the researchers defined the goal of the study: to assess the 
system’s security level using the COBIT 5 framework, with particular emphasis on the APO13 and DSS05 
domains. 
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To obtain relevant data, three techniques were employed: conducting interviews with system 
administrators, distributing questionnaires aligned with COBIT 5 metrics, and performing on-site observations 
of the system in operation [13]. Following data collection, the evaluation was structured according to the COBIT 
5 framework, with a focused analysis on APO13—which deals with planning and security policies—and DSS05, 
which involves the execution and operational control of IT security services [14]. 

The next stage was the conduct of the audit, which consisted of measuring the capability level of the 
system based on the process attributes in COBIT 5, as well as developing relevant improvement 
recommendations based on the analysis and findings. After all the data is analyzed, the researcher draws up a 
conclusion from the audit that includes the current state of the security level and areas that need improvement 
[15].  
 

3. RESULT AND DISCUSSION 

3.1.  Audit Preparation 

Thorough audit preparation is the foundation for identifying audit objectives, setting scope, and identifying 

IT processes and IT Goals. Therefore, the researcher made preparations before the audit was carried out. 

3.1.1. Determination of the Audit Scope 

The scope of audit in this study focuses on the evaluation of the security of the HRMS attendance application 

used by PT. Dekatama Centra. The audit was conducted using the COBIT 5 framework, especially in the domains 

APO13 (Manage Security) and DSS05 (Manage Security Service), which were selected based on relevance to the 

company's strategic needs in developing a safe, reliable, and effective presence. The limitations in this audit cover the 

security aspects of the application, without covering other systems or infrastructure outside of HRMS. This research 

is expected to be the first step in improving the efficiency and reliability of the attendance system through a standards-

based audit approach. 

3.1.2. Identify IT Processes 

The IT process identification stage is carried out by mapping IT objectives with existing IT processes. This 

step aims to understand and identify the processes that are carried out within the organization. The results of the 

mapping between IT objectives and IT processes can be seen in the following table: 
Table 1. IT Goal Mapping and IT Processes 

IT Objectives IT Process 

Maintain the integrity of the entire information security system to maintain a level of security. Establish and manage user 

access rights, as well as supervise the security of operational information. 
APO13 

Ensure the protection of IT services and information from security threats by maintaining the confidentiality, integrity and 

availability of data.  Minimize risks to IT services through effective management and security, including mitigating the impact 
of threats and vulnerabilities, and proactively managing security incidents to prevent disruption to business operations. 

DSS05 

 

The table above is the result of a mapping between IT processes and IT objectives, showing the IT processes 

that have been identified. The results of this mapping are then adjusted to the supporting processes in the COBIT 5 

framework. This mapping is also the basis for the preparation of a questionnaire to measure the level of maturity. The 

function of this questionnaire is to find out the level of importance of each IT process contained in the COBIT 5 

framework. 

3.2.  Audit Implementation 

The purpose of this audit is to assess security controls in the APO 13 (Manage Security) and DSS05 (Manage 

Security Service) domains by referring to the COBIT 5 framework. This audit process includes data collection, 

mapping IT objectives with IT processes, and evaluating security controls. In the APO13 domain, it focuses on 

information security risk management, ISMS monitoring, and risk management. Meanwhile, the DSS05 domain 

focuses on malware protection, network security management, and user access control. The results of this audit will 

be included in a report containing findings, recommendations, and assessments of the system's compliance with 

applicable security standards, in order to support the strategic and operational improvement of the security of 

attendance applications. 
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3.2.1. Assessment Process Activities COBIT 5 

This study applies the Initiation stage in Assessment Process Activities based on the COBIT 5 framework to 

determine the scope of the security audit of the HRMS attendance application at PT. Dekatama Centra. This stage 

begins with the identification of information security issues which are then mapped into the domains APO13 (Manage 

Security) and DSS05 (Manage Security Service), with a focus on monitoring system security operations. Its primary 

objective is to ensure the application of confidentiality, integrity, and availability (CIA) principles, while minimizing 

IT service risks and mitigating security threats. This stage also supports the achievement of the Enterprise Goals of 

COBIT 5, such as regulatory compliance, IT service reliability, and security risk management. Thus, Initiation 

becomes the strategic foundation of the audit, ensuring that the evaluation is carried out in a systematic, structured 

and aligned manner with the company's business objectives and IT governance. 

   
Picture 2. COBIT Process (Mapping COBIT 5 IT-related Goals to to Processes APO13 and DSS05) 

Based on the results of the COBIT 5 mapping, this study focuses on two domains, namely APO13 (Manage 

Security) and DSS05 (Manage Security Service), where each is related to IT-related goals in column 10 (information 

security, infrastructure, and applications). DSS05 is also related to column 4 (IT-related business risk management), 

which shows its role in mitigating security risks. 

APO13 focuses on strategic aspects, such as the formulation of security policies and procedures in the 

organization. Meanwhile, DSS05 plays a more operational role, namely to manage security services and ensure 

effective policy implementation and monitoring. While both domains support IT and data infrastructure protection, 

DSS05 has a broader scope as it covers business risk management. 

This study uses these two domains to evaluate the application of security practices in the HRMS attendance 

application at PT. Dekatama Centra. This audit is expected to provide an overview of the level of system security 

maturity and mitigation recommendations needed to better protect employee data and be ready to face future security 

challenges. 

3.2.2. Audit Data Collection Using COBIT 5 

The audit data examination process refers to the COBIT 5 framework, starting with the evaluation of a 

questionnaire compiled based on the domains APO13 (Manage Security) and DSS05 (Manage Security Service). After 

the data is collected, validation is carried out to ensure the accuracy and correctness of the respondents' answers. This 

validation is important so that the audit findings reflect real conditions, so that the recommendations provided are on 

target and relevant to the needs in the field. 
Table 2. Categories and Collections of APO13 Domains 

Process Number APO13 

Name Managing Security 

Description Determine the operation and monitoring of systems for information security management 

Purpose 
Keeping the impact and occurrence of information security incidents in accordance with the company's risk tolerance 

level 

Data Collection PA 1.1 - Process performance  

Achievement Result of Full Achievement of the Attribute 

PA 2.1 - 

Performance 

Management 

1. Definition of objectives for process performance. 

2. Monitoring and planning of process performance. 

3. Adjustment of process performance to meet the plan. 

4. Definition, assignment and communication of responsibilities and authority to carry out the process. 

5. Definition, allocation and use of the resources and information necessary to carry out the process. 

6. Communication between the parties involved is managed to ensure effective communication and clarity of 

responsibility assignments. 
7. Definition of objectives for process performance. 

8. Monitoring and planning of process performance. 

9. Adjustment of process performance to meet the plan. 
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Process Number APO13 

Name Managing Security 

Description Determine the operation and monitoring of systems for information security management 

Purpose 
Keeping the impact and occurrence of information security incidents in accordance with the company's risk tolerance 

level 

Data Collection PA 1.1 - Process performance  

Achievement Result of Full Achievement of the Attribute 

10. Definition, assignment and communication of responsibilities and authority to carry out the process. 
11. Definition, allocation and use of the resources and information necessary to carry out the process. 

12. Communication between the parties involved is managed to ensure effective communication and clarity of 

responsibility assignments. 

PA 2.2 Work 
Product 

Management 

1. Definition of requirements for the working product of the process. 

2. Definition of requirements for documentation and control of work products. 

3. Identification, documentation and proper control of work products. 
4. The review of work products is in accordance with the planned arrangement and adjusted as necessary to meet 

requirements. 

5. Definition of requirements for the working product of the process. 
6. Definition of requirements for documentation and control of work products. 

7. Rapid identification, documentation and control of work products. 

8. The review of work products is in accordance with the planned arrangement and adjusted as necessary to meet 
requirements. 

PA 3.1 - Process 

Definition 

1. A standard process definition that can describe the fundamental elements that must be included in a process. 

2. Determination of the sequence and interaction of standard processes with other processes. 

3. Definition of the competencies required and roles to carry out the process as part of the standard process. 

4. Identification of the necessary infrastructure and work environment to carry out the process as part of the standard 

process. 

5. Determination of suitable methods to monitor the effectiveness and suitability of the process. 

PA 3.2 - Process 

Deployment 

1. The selection and/or adjustment of the processes identified Questionnaire is placed based on appropriate process 

standards. 

2. Definition, assignment and communication of the roles, responsibilities and authorities required to carry out the 

process. 

3. Definition of the competencies of personnel who carry out the process on the basis of education, training and 

experience 

4. Definition, allocation, and use of the necessary resources and information necessary to carry out the process. 

5. Definition, management and maintenance of the necessary infrastructure and work environment to carry out 

processes. 

6. Appropriate data is collected and analyzed as a basis for understanding the behavior of the process to demonstrate 

suitability and effectiveness, as well as evaluating the continuous improvements the process can make. 

PA 4.1 - Process 

Measurement 

1. The process information needed supports relevant business objectives. 

2. The purpose of process measurement comes from the need for process information. 

3. Quantitative objectives for process performance in support of relevant business objectives are set. 

4. The measurement action and frequency are identified and defined in line with the process measurement objectives 

and the quantitative objectives for the process performance. 

5. Collection, analysis and reporting of measurement results to monitor the extent to which quantitative objectives for 

process performance are being met. 

6. The measurement results used describe the performance of the process. 

PA 4.2 - Process 

Measurement 

1. Determination and application of analysis and control of applicable techniques. 

2. Setting variation control limits for normal process performance. 

3. Analysis of measurement data for specific causes of variation. 

4. Corrective action to address specific causes of variation 

5. Re-erection (if required) 

PA 5.1 - Process 

Innovation 

1. The impact of all proposed changes is assessed against the objectives of the identified process and the standard 

process. 

2. Management of approval of the implementation of all changes to ensure that any disruption to process performance 

is understood and acted upon. 

3. Based on actual performance, the effectiveness of the change process is evaluated against the product requirements 

and the process objectives applied to determine whether due to general or specific causes. 

PA 5.2 - Process 

Optimization 

1. The impact of all proposed changes is assessed against the objective questionnaire of the defined process and the 

standard process. 

2. Management of approval of the implementation of all changes to ensure that any disruption to process performance 

is understood and acted upon. 
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Process Number APO13 

Name Managing Security 

Description Determine the operation and monitoring of systems for information security management 

Purpose 
Keeping the impact and occurrence of information security incidents in accordance with the company's risk tolerance 
level 

Data Collection PA 1.1 - Process performance  

Achievement Result of Full Achievement of the Attribute 

3. Based on actual performance, the effectiveness of the change process is evaluated against the product requirements 

and the process objectives set for the determination of the outcome whether due to general or special causes. 

 
Table 3. DSS05 Domain Categories and Collections 

Process Number DSS05 

Name Managing Security Services 

Description 

Protect company information to keep the level of information security risk within limits acceptable to the company in 

accordance with the security policy. Establish and maintain information security roles and access rights, as well as conduct 

security monitoring. 

Purpose Minimize the business impact of operational information security vulnerabilities and incidents. 

Data Collection PA 1.1 - Process performance  

Achievement Result of Full Achievement of the Attribute 

PA 2.1 - 

Performance 
Management 

1. Definition of objectives for process performance. 

2. Monitoring and planning of process performance. 

3. Adjustment of process performance to meet the plan. 

4. Definition, assignment and communication of responsibilities and authority to carry out the process. 

5. Definition, allocation and use of the resources and information necessary to carry out the process. 

6. Communication between the parties involved is managed to ensure effective communication and clarity of 

responsibility assignments. 

PA 2.2 - Work 

Product 

Management 

1. Definition of requirements for the working product of the process. 

2. Definition of requirements for documentation and control of work products. 

3. Identification, documentation and control of work products. 

4. The review of work products is in accordance with the planned arrangement and adjusted as necessary to meet 

requirements. 

PA 3.1 - Process 

Definition 

1. Definition of the required competency processes and roles to conduct the process as part of the standard process. 

2. Determination of the sequence and interaction of standard processes with other processes 

3. Definition of the competencies required and roles to carry out the process as part of the standard process. 

4. Identification of the necessary infrastructure and work environment to carry out the process as part of the standard 

process. 

5. Determination of suitable methods to monitor the effectiveness and suitability of the process. 

PA 3.2 - Work 
Product 

Management 

1. The selection and/or adjustment of defined processes is placed based on precise process standards. 

2. Definition, assignment and communication of the roles, responsibilities and authorities required to carry out the 

process. 

3. Definition of the competencies of personnel who carry out the process on the basis of education, training and 

experience. 

4. Define, allocate and use the necessary resources and information necessary to carry out the process. 

5. Definition, management, and maintenance of the necessary infrastructure and work environment to carry out the 

process. 

6. Appropriate data is collected and analyzed as a basis for understanding the behavior of the process to demonstrate 

suitability and effectiveness, as well as evaluating the continuous improvements the process can make. 

PA 4.1 - Process 

Measurement 

1. Process information needs are set to support relevant business objectives. 

2. The purpose of process measurement is derived from the need for process information. 

3. Quantitative objectives for process performance are set to support relevant business objectives. 

4. The size and frequency of measurements are identified and determined according to the process measurement 

objectives and quantitative objectives for process performance. 

5. Measurement results are collected, analyzed, and reported to monitor the extent to which the quantitative 

objectives of process performance are being achieved 

6. The measurement results are used to characterize the performance of the process. 

PA 4.2 - Process 
Control 

1. Analysis and control techniques are determined and applied where relevant. 

2. Variation control limits are set to ensure normal process performance. 

3. The measurement data is analyzed to identify specific causes of variation. 

4. Control limits are reset (if necessary) after corrective action has been taken. 

PA 5.1 - Process 

Innovation 

5. Process improvement goals are set to support relevant business objectives. 

6. Appropriate data is analyzed to identify common causes of variations in process performance. 

7. Based on actual performance, the effectiveness of the change process is evaluated against the product 

requirements and the process objectives set for the determination of the outcome whether due to general or special 

causes. 
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Process Number DSS05 

Name Managing Security Services 

Description 
Protect company information to keep the level of information security risk within limits acceptable to the company in 
accordance with the security policy. Establish and maintain information security roles and access rights, as well as conduct 

security monitoring. 

Purpose Minimize the business impact of operational information security vulnerabilities and incidents. 

Data Collection PA 1.1 - Process performance  

Achievement Result of Full Achievement of the Attribute 

8. Appropriate data is analyzed to identify best practice and innovation opportunities. 

9. Opportunities for improvement gained from new technologies and process concepts are identified. 

10. Implementation strategies are set to achieve process improvement goals. 

PA 5.2 – Process 
Optimization 

1. The impact of all proposed changes is assessed against the objectives of the defined process and the standard 

process. 

2. Management of approvals for the implementation of all changes to ensure that any disruption to process 

performance is understood and given Action. 

3. Based on actual performance, the effectiveness of the change process is evaluated against the product 

requirements and the process objectives set for the determination of the outcome whether due to general or special 

causes. 

3.3.  Verification of Data and Audit Results 

Verification of data and audit results aims to ensure the accuracy, reliability, and conformity of the system 

with security and risk management standards. Referring to the APO13 (Manage Security) and DSS05 (Manage 

Security Service) domains in the COBIT 5 framework, this process includes important aspects that support the 

improvement of the quality of the application security system at PT. Dekatama Centra. 

3.3.1. Outcome Process APO13 

Process Number APO13 has several derived processes that are used to determine the results as follows: 
Table 4. Outcome of Process APO13 

Outcome Description 

APO13.01 
A system is placed in place that is considered effective to handle the company's information security 
requirements. 

APO13.02 A security plan has been formed, accepted and communicated throughout the company. 

APO13.03 Information security solutions are implemented and operated consistently across the company. 

    

Total achievement/outcome is used to determine the final value of total achievement at the PA1.1 level and 

rating by criteria for the APO13 domain. The percentage of achievement of each outcome is calculated based on the 

average of the percentage of achievements/components that make up it. The components of each outcome are 

explained as follows: 
Table 5. Components of each outcome in Process APO13 

Outcome Component Number Description 

APO13.0
1 

Work Product Output 

APO13-

WP1 

SMKI Policy. 

APO13-

WP2 

Statement of the scope of SMKI. 

APO13-

WP5 

SMKI audit report. 

APO13-

WP6 

Recommendations for improvement to improve SMKI. 

Base Practice + Work Product 
Input 

APO13-BP1 Build and maintain an information security management system (SMKI). 

APO13-BP3 Monitor and review SMKI. 

APO13.0

2 

Work Product Output 

APO13-

WP3 

Plan for the treatment and handling of information security risks. 

APO13-

WP4 

Information security business case. 

Base Practice + Work Product 
Input 

APO13-BP2 
Determine and manage information security risk management plans. 

APO13.0

3 
Work Product Output 

APO13-

WP5 

SMKI audit report. 

APO13-
WP6 

Recommendations for improving SMKI. 
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Base Practice + Work Product 

Input 
APO13-BP3 

Monitor and review SMKI. 

 

The process components obtained from the total number of "Y" answers divided by the total number of 

questions for each component are presented in the following table: 
Table 6. Tabulation of audit assessment of process number APO13 

Number Description 
Achievement / 

Component 

Achievement / 

Component 
Outcome 

Total Achievement PA 

1.1 (APO13) 

APO13-WP1 SMKI Policy. 

75% 
84% 

 
(75% + 92%)

2
 

APO13-01 

70% 

 
(84% + 47% + 80%)

3
 

APO13-WP2 Scope statement. 

APO13-WP5 SMKI. 

APO13-WP6 SMKI audit report. 

APO13-BP1 Recommendations to improve SMKI. 
92% 

APO13-BP3 Build and review SMKI. 

APO13-WP3 Information security risk treatment plan. 
50% 

47% 
 

(50% + 43%)

2
 

APO13-02 
APO13-WP4 Information security business case. 

APO13-BP2 
Define and manage risk treatment plans. 

43% 

APO13-WP5 SMKI audit report. 
100% 

80% 
 

(100% + 60%)

2
 

APO13-03 
APO13-WP6 Recommendations to improve SMKI. 

APO13-BP3 
Monitor and review SMKI. 

60% 

 

The table above shows the tabulation results of the audit assessment for the APO13 (Manage Security) 

domain. The value of each component was obtained from the average results of the respondents. For APO13-WP1, 

WP2, WP-5, and WP6, the average value is 75%. Meanwhile, APO13-BP1 and BP3 each obtained 92%. The 

combined values of WP1-WP6 and BP1-BP3 resulted in an APO13-01 score of 83%. 

For APO13-WP3 and Wp4, a score of 50% was obtained, while APO13-BP2 obtained 43%. The average of 

the three resulted in an APO13-2 score of 46%. 

Furthermore, APO13-WP5 and WP6 obtained a score of 100%, while APO13-BP3 obtained 63%, resulting 

in an APO13-03 score of 80%. 

The final value of Process Attribute PA1.1 for APO13 was calculated on the average of the three outcomes 

(APO13-01, APO13-02, APO13-03), namely ((83%+46%+80%/3), resulting in a final score of 70%. 

3.3.2. Outcome Process DSS05 

Process Number DSS05 has several derived processes that are used to determine the following results: 
Table 7. Outcome of Process DSS05 

Outcome Description 

DSS05-

01 

Network and communication security meet business needs. 

DSS05-
02 

Information is processed, stored, and transmitted, by a protected endpoint device. 

DSS05-

03 

All unique users are identified and have access rights according to their business roles. 

DSS05-
04 

Physical measures have been put in place to protect the information from unauthorized access, damage and interference while it 
is being processed, stored, or transmitted. 

DSS05-

05 

Electronic information is completely guaranteed when it is stored, transmitted or destroyed. 

 

The sum of the Achievement/Outcome percentage determines the value of the Total Achievement PA 1.1 

and Rating By Criteria for DSS05. However, the Achievement/Outcome percentage of each Outcome is determined 

based on the percentage of Achievement/Component. The components of each result are as follows: 

Table 8. Components of each outcome in Process DSS05 
Outcome Component Number Description 

DSS05-

01 
Work Product Output 

DSS05-WP1 Malicious software prevention policies. 

DSS05-WP2 Evaluate potential threats. 

DSS05-
WP10 

Characteristics of security incidents. 

DSS05-

WP11 

Security event logs. 

DSS05-
WP12 

Security incident tickets. 

DSS05-

WP13 

Inventory of sensitive documents and devices. 
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DSS05-
WP14 

Access rights. 

Base Practice + Work Product 
Input 

DSS05-BP1 Protects malware. 

DSS05-BP2 Manage network security and connectivity. 

DSS05-BP7 Monitor infrastructure for security-related events. 

DSS05-

02 

Work Product Output 

DSS05-WP3 Connectivity security policies. 

DSS05-WP4 Penetration test results. 

DSS05-WP5 Security policies for endpoint devices. 

Base Practice + Work Product 

Input 

DSS05-BP1 Protects against malware. 

DSS05-BP3 Manage endpoint security. 

DSS05-
03 

Work Product Output 
DSS05-WP6 User access rights are approved. 

DSS05-WP7 Review results from user accounts and privileges. 

Base Practice + Work Product 

Input 
DSS05-BP4 

Manage user identity and logical access. 

 

The process component is obtained by dividing the total number of "Y" answers by the total number of 

questions for each component, as shown in the following table: 
Table 9. Tabulation of audit assessment of process number DSS05 

Number Description 
Achievement 

/ Component 

Achievements / 

Component 
Outcome Total Achievement PA 1.1 (APO13) 

DSS05-WP1 
Malicious software 
prevention policies. 

57% 
66% 

 
(57% + 75%)

2
 

DSS05-01 

75% 

 
(66% + 70% + 94% + 46% + 100%)

5
 

DSS05-WP2 Evaluate potential threats. 

DSS05-WP10 
Characteristics of security 

incidents. 

DSS05-WP11 Security event logs. 

DSS05-WP12 Security incident tickets. 

DSS05-WP13 Inventory of sensitive 

documents and devices. 

DSS05-WP14 Access. 

DSS05-BP1 Protects against malware. 

75% 
DSS05-BP2 Manage network and 

device security. 

DSS05-BP7 Monitor infrastructure. 

DSS05-WP3 Connectivity security 
policies. 

67% 
70% 

 
(67% + 73%)

2
 

DSS05-2 

DSS05-WP4 Penetration tests. 

DSS05-WP5 Security policies for 

endpoint devices. 

DSS05-BP1 Protects malware. 
73% 

DSS05-BP3 Manage endpoint security. 

DSS05-WP6 The user's permissions are 

approved. 
100% 

94% 
 

100% + 88%)

2
 

DSS05-3 
DSS05-WP7 Review results from user 

accounts and privileges. 

DSS05-BP4 Manage user identities and 

login access. 
88% 

DSS05-WP8 Approve access requests. 
50% 

46% 

 
(50% + 43%)

2
 

DSS05-04 
DSS05-WP9 Access logs. 

DSS05-BP5 Manage physical access to 

IT. 
43% 

DSS05-BP6 Manage sensitive 
documents and output 

devices. 

100% 100% DSS05-05 

 

The tabulation results of the audit assessment of the DSS05 domain showed that each component value was 

obtained from the average respondents' answers. For the DSS05-01 Outcome, the DSS05-WP1, WP2, WP10 to WP14 

components obtained an average score of 57%, while the DSS05-BP1, BP2, and BP7 components reached 75%. The 

combined average of the two resulted in a DSS05-01 final score of 66%. Furthermore, in Outcome DSS05-02, the 

average score from DSS05-WP3 to WP5 was 67%, while DSS05-BP1 and BP3 obtained 73%, making the final score 

70%. For DSS05-03, DSS05-WP6 and WP7 obtained 100%, while DSS05-BP4 obtained 88%, resulting in a final 

score of 94%. In DSS05-04, DSS05-WP8 and WP9 obtained 50%, while DSS05-BP5 obtained only 43%, with a final 

result of 46%. Lastly, DSS05-05 only consists of DSS05-BP6 which gets 100% perfect. Thus, the total PA1.1 
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achievement in the DSS05 domain is calculated from the average of all outcomes, i.e. ((66% + 70% + 94% + 46% + 

100%) / 5), which results in a final value of 75%. 

3.3.3. Total Achievement for Each Domain 

The total PA 1.1 achievements of each domain are entered into the following format to facilitate analysis and 

comparison of evaluation results. This format is used to present data in a systematic manner, making it easier to 

interpret and understand the level of achievement of each audited domain: 
Table 10. Rating Domain APO13 

Process Name Level 1 Level 2 Level 3 Level 4 Level 5 

APO13 PA 1.1 PA 2.1 PA 2.2 PA 3.1 PA 3.2 PA 4.1 PA 4.2 PA 5.1 PA 5.2 

Rating by Criteria 70% 71% 100% 70% 71% 75% 85% 80% 33% 

Rating  L L F L L L L L P 

Capability Level Achieved 1 Stop! Stop! Stop! Stop! Stop! Stop! Stop! Stop! 

 

Based on Table 4.10, the results of the capability level assessment in the APO13 domain show that in PA 1.1 

a rating by criteria of 70% was obtained with the category of Largely Achieved (L) at Level 1. For PA 2.1 at Level 2, 

the rating value of 71% was also categorized as L, but it was stopped (Stop!) because it had not met the threshold to 

proceed to the next level. Meanwhile, PA 2.2 reached 100% and was categorized as Fully Achieved (F), but it was 

still given a STOP! mark because PA 2.1 was not fully completed. The same thing happened with PA 3.1 (70%) and 

PA 3.2 (71%) at Level 3, both of which received an L rating with an achieved status but were also marked STOP!. At 

Level 4, PA 4.1 gets 75% and PA 4.2 gets 85%, both of which are in the L category and given STOP! status. At Level 

5, PA 5.1 gets 80% (L) and PA 5.2 only 33% with a Partially Achieved (P) rating, which indicates that the process 

has not fully met the criteria. Overall, although some processes get high scores, achievement stalls at Level 1 because 

the COBIT principle requires all attributes in a level to be completed before moving to the next level. 
Table 11. Rating Domain DSS05 

Process Name Level 1 Level 2 Level 3 Level 4 Level 5 

DSS05 PA 1.1 PA 2.1 PA 2.2 PA 3.1 PA 3.2 PA 4.1 PA 4.2 PA 5.1 PA 5.2 

Rating by Criteria 75% 96% 75% 80% 83% 67% 80% 100% 83% 

Rating  L F L L L L L F L 

Capability Level Achieved 1 Stop! Stop! Stop! Stop! Stop! Stop! Stop! Stop! 

 

Table 4.11 shows the results of the capability level assessment for the DSS05 domain. In PA 1.1 (Level 1), 

a rating by criteria of 75% was obtained with the category of Largely Achieved (L), which placed DSS05 at Capability 

Level 1. At Level 2, PA 2.1 obtained a score of 96% with the Fully Achieved (F) category, but the process was 

discontinued (STOP!) because PA 2.2 only reached 75% with the L category. Furthermore, at Level 3, PA 3.1 recorded 

a score of 80% and PA 3.2 of 83%, both in the L category with achieved status, but still marked STOP! because the 

consistency of completeness at the previous level has not been met. At Level 4, PA 4.1 got a score of 67% and PA 4.2 

of 80%, both of which are also in the L category with achieved and STOP! statuses. At Level 5, PA 5.1 obtained a 

perfect score of 100% with category F, and PA 5.2 was 83% (L), but achievement at this level was also stopped 

(STOP!). Thus, despite some high achievements, the process in DSS05 is also held back at Capability Level 1 due to 

the COBIT assessment principle which requires the completeness of all attributes at one level before moving on to the 

next. 

The results of rating by criteria are used as a reference in determining the ratings obtained based on: 

A. N (Not Achieved) 

The Not Achieved category occurs when, the range obtained from the rating by criteria ranges from 

0%-15%. 

B. P (Partially Achieved) 

The Partially Achieved category occurs when, the range obtained from the rating by criteria ranges 

from 15%-50%. 

C. L (Large Achieved) 

The Large Achieved category occurs when, the range obtained from the rating by criteria ranges 

from 50%-85%. 
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D. F (Fully Achieved) 

The Fully Achieved category occurs when, the range obtained from the rating by criteria ranges 

from 85%-100%. 

3.4.  Assessment of Existing Results 

The ratings obtained from each domain have been determined. The next step is to conduct an assessment of 

the existing results, which includes the following aspects: 

A. Existing condition of APO13 

The results obtained from the existing condition of APO13 include: 

1. Companies already have basic mechanisms in place to manage application security, but they 

have not been formally and thoroughly documented. 

2. The company has already carried out risk identification and assessment, but it is still reactive 

and not fully based on a systematic risk analysis. 

3. Firewalls and encryption systems have been implemented, but there is still room for 

optimization in threat detection and prevention. 

4. There is a monitoring mechanism for application security, but it is not entirely based on 

measurable metrics. 

5. Roles and responsibilities in security management have been defined and communicated, but 

security training for employees is still limited. 

Some resources for system security have been provided, but they are still insufficient for long-term 

needs. 

B. Existing DSS05 condition  

The results obtained from the existing conditions of DSS05 include: 

1. A network security system has been implemented, but there is no integration with an automated 

monitoring system. 

2. Security incident handling is already in place, but it is still reactive and does not yet have well-

documented standard procedures.  

3. Access and authorization rights have been implemented by user level, but Multi-Factor 

Authentication has not yet been implemented. 

4. System security testing has not been conducted regularly, so potential security gaps may not 

have been fully identified. 

5. Data from the system has been analyzed to understand security patterns and determine 

mitigation measures. 

This research initially aimed to thoroughly evaluate each COBIT 5 domain using its process attributes. 
Upon analysis, the DSS05 domain demonstrated slightly stronger performance than APO13, particularly in 
areas related to operational execution such as access control and device protection. In contrast, the APO13 
domain was found to be less developed, especially regarding the formalization of security policies and the 
formulation of long-term strategic plans. This suggests that the company shows greater maturity in technical 
operations (DSS05) than in strategic governance (APO13), highlighting a tendency to emphasize practical 
security measures over establishing a robust and structured security policy framework. 

3.5.  GAP 

Gap is the difference between the target level that is to be achieved and the capability level that has been 

achieved. Based on the existing results for the APO13 and DSS05 domains, the following graph is obtained: 

 
Picture 3. Existing Capability and Capability Gap Graph 

0 1 2 3 4 5

APO13 - Manage Security

DSS05 - Manage Security Services

Capability Existing

Capability Gap
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The gap graph shows that the company wants level 3, but in reality the level of capability of the Human 

Resource Management System presence application used by PT. Dekatama Centra is still at level 1.  

Both APO13 and DSS05 at Level 1 indicate that organizations have begun to implement application security 

practices and security services, but are still in their early stages and do not yet have robust standards. To upgrade to 

Level 2 onwards, organizations need to document, standardize, and integrate their security processes more formally. 

3.6.  Recommendations 

Based on the results of APO13 and DSS05, there need to be several recommendations so that the level 

achieved can be achieved according to the company's wishes. Here are the resulting recommendations: 

A. APO13 Recommendations 

1. Develop a more structured security policy document with clear operational guidance. 

2. Implement a more proactive risk mitigation strategy with the use of automated tools for threat 

analysis. 

3. Optimize end-to-end data encryption systems to ensure the security of user data. 

4. Implement Security Information and Event Management (SIEM) for real-time threat detection and 

monitoring. 

5. Implement attack simulations (Phishing test, penetration testing, etc.) so that users are better 

prepared to face real threats. 

B. DSS05 Recommendations 

1. Improve the log monitoring system so that every activity in the system can be monitored and traced 

easily. 

2. Develop well-documented incident handling procedures to ensure a prompt response to threats. 

3. Implement Multi Factor Authentication (MFA) to improve the security of access to the system. 

4. Schedule penetration testing (pentest) every 6 months to identify possible security gaps. 

5. Conduct periodic assessments of employee compliance in implementing security policies. 

 

4. CONCLUSION  

Based on the security audit of the HRMS attendance application at PT. Dekatama Centra using the COBIT 5 

framework in the APO13 and DSS05 domains, concluded that the system is at Capability Level 1 (Performed), which 

means that the security process is running but has not been well documented and is still reactive. The evaluation 

showed weaknesses in access management, activity monitoring, and incident response, even though some basic 

controls such as User ID, Password, and encryption were already in place. 

To improve capabilities, in the APO13 domain, companies need to develop structured security policies, 

implement proactive risk mitigation, adopt SIEM, and routinely conduct threat simulations such as phishing tests and 

pentests. In the DSS05 domain, it is necessary to improve log monitoring, incident handling procedures, MFA 

implementation, and periodic security audits. The implementation of these recommendations is expected to encourage 

improved system security and achieve higher levels of capability on a sustainable basis. 
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